
PRTVACY ASSESSMENTTMPACT (PrA) 

For the 

Global Air Transportation System(GATES)Execution 

u N |TED STATES TMNSPORTATT D(USTRANSCOMON COMMAN ) 

SEGTION1: lS A PIA REQUIRED? 

a.Willthis Departmentof Defense(DoD)information system or electronic collection of 
information(referredto as an "electroniccollection" for the purposeof this form) collect, 
maintain,use, and/or disseminate Pll about membersof the public,Federalpersonnel, 
contractorsor foreign nationals employed at U.S. military facilities internationally? Ghoose 
one option fromthe choices below. (Ghoose (3) for foreign nationals). 

I (1) Yes, from members of the generalpublic. 

X (2) Yes, from Federal personnel"and/orFederalcontractors. 

X (3) Yes, from both members of the generalpublicandFederalpersonneland/orFederal contractors. 

n (a)No 

* "Federalpersonnel"are referred to in the DoD lT Portfolio Repository (DITPR)as "Federalemployees." 

b. lf "No," ensure that DITPR or the authoritative databasethat updates DITPR is annotated 
for the reason(s) why a PIA is not required. lf the DoD information system or electronic 
collectionis not in DITPR, ensurethat the reason(s)are recorded in appropriate 
documentation. 

c. lf "Yes," then a PIA is required. Proceed to Section 2. 
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SEGTION2: PIA SUMMARY INFORMATION 

a. Why is thisPIA being createdor updated? Ghooseone: 

n New DoD Information System n New Electronic Gollection 

x Existing DoD Information System n Existing Electronic Collection
 

SignificantlyModified DoD Information
 n System 

b. ls this DoD information systemregistered in the DITPRor the DoD Secret Internet Protocol
 
Router Network (SIPRNET)lT Registry?
 

X Yes, DITPR Enter DITPR System ldentification Number 

Enter SIPRNET ldentification Numbertr Yes,SIPRNET 

n N o  

c. Does this DoD information system havean lT investment Unique Project ldentifier (UPl),requared 
by section 53 of Office of Managementand Budget (OMB)GircularA-11? 

X Yes n N o  

lf "Yes," enter UPI -97 -06- "t2-02-0879-00 

lf unsure,consulttheComponentlT Budget PointofContactto obtain the UPl. 

d. Does this DoD information system or electronic collection require a PrivacyAct Systemof
 
Records Notice (SORN)?
 

A Privacy Act SORN is required if the information system or electronic collectioncontainsinformationabout U.S. citizens 
or lawful permanentU.S. residents thatis retrieved by name or other unique identifier.PIA and Privacy Act SORN 
informationshouldbe consistent. 

X Y e s n N o 

D DoD 

DoD Component-assigned designator,not the Federal Register number.
 
Consultthe Component PrivacyOfficeforadditionalinformationor
 
accessDoDPrivacyActSORNsat: http://www.defenselink.mil/privacy/notices/
 

or
 

Date of submission for approvalto Defense Privacy Office
 
Consultthe Component PrivacyOfficefor this date.
 

lf "Yes," enter Privacy Act SORN ldentifier FO24 AF USTRANSCOM 
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e. Does this DoD informationsystemor electronic collectionhave an OMB Gontrol Number? 
Contactthe Component Management or DoD Clearance for this information. Information ControlOfficer Offlcer 

This number indicates OMB approval to collect data from 10 or moremembersof the publicin a 12-month period 
regardlessof form or format. 

X Yes 

Enter OMB ControlNumber Doc E9-10414 Filed5-5-09 

EnterExpiration Date 

No 

f. Authority to collect information. A Federal law, Executive Order of the President(EO),or DoD 
requirement must authorize the collection and maintenance of a system of records. 

(1) lf this system has a PrivacyActSORN, the authorities inthisPIAand the existing PrivacyAct 
SORN should be the same. 

(2) Cite the authority for this DoD information systemor electronic collectionto collect, use, maintain 
and/ordisseminate authorities allthat apply.) Pll. (lfmultiple are cited, provide 

(a) Wheneverpossible,cite the specific provisionsof thestatuteand/or EO that authorizes 
theoperationof the system and the collection of Pll. 

(b) lf a specific statuteor EO does not exist, determine if an indirect statutoryauthoritycan 
be cited. An indirect authoritymaybe cited if the authority requiresthe operation ofor administration 
a program,the execution of which will require the collection and maintenance of a systemof records. 

(c) DoD Components can use theirgeneralstatutorygrantsof authority ("internal 
housekeeping")as authority.The requirement, or instruction thetheprimary directive, implementing 
statutewithin the DoD Componentshouldbe identified. 

Public Law 100-562, lmported Vehicle Safety Compliance Act of 1988; 5 U.S.C. 5726, Storage 
Expenses,HouseholdGoods and PersonalEffects;10U.S.C.113,Secretaryof Defense; 10U.S.C. 
3013, Secretary of the Army; 10 U.S.C. 5013, Secretary of the Navy; 10 U.S.C.8013, Secretary of the 
Air Force, 19 U.S.C. 1498, Entry Under Regulations;37 U.S.C.406, TravelandTransportation 

Dependents,Baggageand Household Effects; FederalAcquisition Regulation(FAR);Joint 
ederal Travel Regulation(JTR),Volumes I and ll, DoD Directive 4500.9E, Transportation andTraffic 

; DOD Directive 5158.4, United States TransportationCommand; DoDInstruction4500.42, 
TransportationReservationandTicketingServices;DoD Regulation 4140.1,DoD Materiel 

nt Regulation; DoD Regulation 4500.9,Defense Transportation Regulation;and DoD 
4515.13-R,Air Transportation andE.O. 9397 (SSN).Eligibility 
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g. Summary of DoD information system or electronic collection. Answers to these questions 
should be consistent with securityguidelinesfor release of informationto the public. 

(1) Describethepurposeof this DoD information system or electronic collectionand briefly 
describe the types of personalinformationabout individuals collectedin the system. 

TES collects Pll to support the AMC Financial Management system. The system is located in 
Air Mobility Command,Scott Air Force Base, lL., Aerial Ports and SDDC Water Ports of 

and Debarkation;Military Transportation Offices;Air Mobility SupportFlights; Passenger 
; Navy Operated Air Terminals andAerial Ports; SDDC Army and Navy Water Ports; Military 

or installations(allservices);any activity or agency responsiblefor initiating or receiving a request 
andtheirbaggage, tracing, billing actions, movementofpersonnel manifesting, or statistical data 

and deployed fixed andnon-fixed airfields throughout theworld. 

processing 
onmilitaryaircraft, (charter) and on seats reserved(blocked)on 
namerecordsareused to prepareaircraftmanifestsforpassengeridentification and 

commercialcontract aircraft, 
scheduled commercial aircraft at militaryand civilian airports. Records in this system are also used 

: (a)developbilling data to the user Military Services or other organizations; (b)determinepassenger 
trends; (c)forecast future travel requirements; and (d) identify, research, and resolve 

TESprocesses passenger recordsand cargo information.When transporting personalpropertyand 
remains, the cargo is identified via the following identifiableinformation:Name; Gender; Passenger 

GATES DateofBirth;SocialGATESUser Login Name; User ldentification; SecurityNumberor 
Number;TransportationControlNumber;Grade,Blood Type; Phone Number; Address;and 

License Country, Expiration/lssue Dates,Number,and State; Citizenship, Emergencycontact. 

(2) Brieflydescribe the privacyrisks associated with the Pll collectedand how these risks are 
addressedto safeguard privacy. 

andAccreditation 
Theserequirements personnel, administrative, operational, and 

TEScomplieswiththe security requirementsof the DOD Information AssuranceCertification 
include physical, procedural, computer, 

securitycomponents. 

could be access by unauthorized personnel,it could expose individualsto the risk of potentialidentify theft, 
individualsto the risk of expenses byillegaluse of personalinformation,the expense andfrustrationof 

mingone'sownidentifyandrectifying problems. are individually approvedon a "need-to­associated Users 

basisand access controlsarestrictly enforced.
 

AggregationofdatabasesbetweenGATESandWPS.TGATESsecuritymeasureswill remain in effect postWPS 
igration,e.g.role-basedsecurityrestrictswaterportusersto watertheirportdata.l 

Incorporationof other commercial sourcesinto the information managementsystems,which currently arenot 
inGATESbut are included with WPS. IGATES commerciallysystemtointhemerger doesnotdirectlyreceive 


sourcedinformation.l
 

The melding of GATES andWPStogether into one system to providesharedfunctions.IGATESsecuritymeasures 
I remain ineffectpostWPS migration, e.g.role-basedsecurityrestrictswaterportusersto their waterportdata 
functionality.J 

h. With whom willthe Pll be shared through data exchange, both within your DoD Component and 
outsideyour Component(e.9.,other DoD Gomponents, Federal Agencies)? lndicateall that apply. 

Within the DoD Gomponent. 

Specify. United States TransportationCommand and TCC Components 
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x OtherDoDGomponents.
 

Specify. , NAVY,AIR FORCE, DefenseLogisticsAgency
 

n OtherFederal Agencies.
 

Specify.
 

n Stateand LocalAgencies.
 

Specify.
 

X Contractor(Enternameand describe the language in the contract that safeguards Pll.)
 

Specify. NCl, EADS, MITRE. The contractor shall comply with Federal Information 
ProcessingStandards(FIPS)and Federallaws and regulationsthat affect lT systems 

ions. Examples arethe Privacy Actof 1974,the Computer SecurityActof 1987 
theJointFinancialManagementlmprovementProgram(JFMIP). 

I Other (e.9.,commercialproviders,colleges). 

Specify. 

i. Do individuals havethe opportunity to object to the collectionof their Pll? 

X Yes n N o  

(1) lf "Yes,"describe method by which individualscan object to the collection of Pll. 

The Privacy Act Statements are included in the forms(AMCIMT 53, Application for Air Travel; AMC IMT 
140, Space Available Travel Request) requesting travel. A Privacy Act statementadvises the applicants at 
all the GATES passengerterminals. lf an individual objects, the privacyactstatementinforms them that 

ureto providethe information could result in them not being accepted for travel on military aircraft. 

(2) lf "No,"state the reasonwhy individuals cannot object. 

j .  Do individuals have the opportunity to consent to the specific uses of theirPll? 

X Y e s I N o 

(1) lf "Yes,"describethemethod by which individualscangiveor withhold their consent. 

TESprovides privacy advisorystatementin written form(AMCIMT 53, Applicationof Air Travel; AMC 
140,SpaceAvailable Travel Request) and electronic format at the passengerterminal 



"DISCLOSUREis voluntary; however, failure to providethe requested information mayimpede,delay or 
preventfurtherprocessingof this request". 

lf an individualdoesnotconsent, they can decline to sign the form. 

(2) lf "No,"statethe reason why individuals cannotgiveor withhold their consent. 

k. What information is providedto an individualwhen asked to providePll data? Indicateallthat 
apply. 

X Privacy Act Statement X Privacy Advisory 

n other T None 

ActStatements in the forms (AMCIMT 53, Application 
each IMT 140, SpaceAvailableTravel Request). Also, the following PrivacyAct statement advisesthe 
applicable cants at all the GATESpassengerterminals:"DISCLOSUREis voluntary; however,failure to 
format. ide the requested information may impede, delay or preventfurtherprocessingof this request". 

Describe The Privacy are included of Air Travel; AMC 

Privacy Act statementreads as follows: 

PRIVACY ACT STATEMENT 

1943 
PRINCIPALPURPOSE:To applyfor air travel. SSN is needed forpositivelD. 
ROUTINE US(S): Records from this system of records may be disclosed for any of the blanket 
routine uses publishedby the Air Force. 
DISCLOSURElS VOLUNTARY: Failure to providethe informationmayresult in member not being 

for travel onmilitary of SSN is voluntary. 

TY: 10 U.S.C.8013; EO 9397,22 November 

aircraft. Disclosure 
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