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This instruction establishes policy and assigns responsibility fecyidéée management (creation, maintenance, use,
and disposition) of information as records in afidia in compliance with applicable laws and statutes. Failure to
observe the prohibitions and mandatory provisions of this instruction by military personnel is a violation of Article
92, Uniform Code of Military Justice. Similarly, failure to observeghghibitions and mandatory provisions of

this instruction by civilian employees may result in administrative disciplinary action under applicable civilian
personnel instructions without regard to otherwise applicable criminal or civil sanctions foovelat related

laws. Violations by contractor personnel may result in denied access to systems, contractual remedies against the
contractor, or debarment from the installation. This instruction is applicable to USTRANSCOM, Scott AFB,
Illinois, and applkes to records of any contractor operating under a USTRANSCOM contract. It implements
Department of Defense Directive (DODD) 5100.3 and Department of Defense Instruction (DODORSBIB),
Chairman of the Joint Chiefs of Staff (CJCS) Instruction (CJ680.01, and Manual (CJCSM) 5760.01 Volumes

I and Il. The use of a name or mark of any specific manufacturer, commercial product, commodity, or service in
this publication does not imply endorsement by USTRANSCOM.

SUMMARY OF REVISIONS

The changes tthis instruction provide general updates to procedures, aotdsresponsibilitiesThe guidance for
Electronic Records Management was addecaaagpaph 8

Note: Since several revisions have been made tin#tisiction, asterisks will not be useditientify changes to the
material

1. References and Supporting Information.References, related publications, abbreviations, acronyms, and terms
used in this instruction are listed in Attachment 1.

2. General.

Records play a vital role in managibg TRANSCOM activitiesdocumenting official businesserving as a
memory for the organization, a record of past events, and the basis for future &€tiensUSTRANSCOM entity
must manage its records to comply with legal accountability requiremehéskey to an effective records
management program is the integrity of the filing systamaystem that ensures a standard methodology for filing,
storing, retrieving, and ultimately disposing of records according to published retention and dispositlalesche

3. Definition of Records.

AAl I books, paper s, readgble matepidispor athgrrdecprerstary matarialé, regaslless of
physical form or characteristics, made or received by any agency ohttezl BtatesGovernment unddfedeal

laws, or in connection with the transaction of public business, and preserved or appropriate for presenbation by
agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures,
operations, or other #eities of theGovernment or because of the informational value of data in them. Library and
museum material made or acquired and preserved solely for reference or exhibition purposes, extra copies of
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documents preserved only for convenience of refereara stocks of publications and processed documents are not
included. o6 (Title 44 U.S.C., Section 3301).

4. Policies.

4.1 Directorates/Command Support Grd@sG)officesmust manage records systematically to make sure they

are complete, accurate, trustworthy, and easily accessible. Records must docemeng ani zat ioonds f unc
activity. Theymustbe preserved by implementing effective {tfgcle management procegs within tle

or gani areatofirespodsibility.

4.2. All Offices of Records and personnel who create, maintain, dispose of, and use records, regardless of physical
form or characteristics, will comply with the records management administratinecinsts and procedural

guidance set forth in CJCSM 5760.01, Volumes | anb¢atedat |:, Records Managemeratnd this instruction.

In addition, offices initiating contracts will comply with CJCSM 5760.01, Volume I, Enclosure H, and paragraph 6
of this instruction.

4.3. All records are the property of USTRANSCOM. Records documenting the missionaafrtimeandwill not

be maintained in an action officer/employee work area unless the location is identified on the Joint Staff (JS) Form
31 (file plan).

5. Responsibilities.

5.1. Command Records Manager (CRM)STRANSCOM Office of the Chief of Staff (TCCS), Command
Information Management (TCCEM) is the CRM. The CRM:

5.1.1. Has total responsibility for and authority to manage the Records Manag@dhdnProgram within
USTRANSCOM andensure compliance with federal laws, National Archives and Records Administration (NARA)
guidelinesand applicable DODaInt Staff policy; esablish procedures; identify problems; and take corrective
action on any USTRANSCOM RM issue.

5.1.2 Ensurethe complete lifecycle management process is completed.

5.1.2.1 Providenecessary guidance to establish offices of record and ensure alkracem@tcountable on the file
plan and maintained in accordance with applicable policy.

5.1.2.2 Ensurethelocal support agreement with host b&dd includes staging and shipping services.

5.1.2.3 Managethe transfer and retrieval of records from Hasel nactiveStorageFacility (ISF) and Federal
Records Center (FRC).

5.1.2.4 Preservaecords of sufficient value by the proper disposition/retirement of records as appropriate.

5.1.3. Providemanagement guidance for approval, acquisition, anadussords equipment/systennscluding
document imaging and electronic recordkeeping.

5.1.3.1 Ensureelectronic recordkeeping system purchases are cost effective and compatible with Local Area
Network and other electronic/workflow systems in USTRANSCO

5.1.3.2 Ensureelectronic recordkeeping systems meet DOD specifications and guidelines.
5.1.4. Establisha commad RM program ensuring continuoaperation and training.
5.1.4.1. Ensureall personnel who create, maintain, provide access todiapdse of records are properly trained.

5.1.4.2 ConductStaff Assistance&/isits (SAV) of CSGs and directorate Functional Area Records Managers
(FARMSs) annually.
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5.1.4.2.1 Ensurdliscrepancy correction letters are forwarded to €agtctional AredRecords Manager
(FARM)/Records TechniciarRT) upon completion of all SAVs. FARMs/RTs will have one calendar month to
complete corrections.

5.1.4.3. AssistFARMSs, Chiefs of Offices of Record (CORSs), and RTs in carrying out their responsibilities.

5.1.4.4 Analyzeand recommend improvements in the RM program to maintain records economically and
efficiently.

5.1.5. Ensurerecords generated are filed in accordance with the appropriate records schedule.

5.1.6. Establishprocedures to review contitador recordkeeping requirements.

5.1.7. Ensureadequate resources exist to manage electronic reeffedsively.

5.1.8 FacilitateElectronicRecordsManagement (ERM)mplementation throughout USTRANSCOM.

5.2. FARM . Each directorate will appoiat FARM to oversee RM for the directorate. The FARM will mtiesr
contact available to all records custodians in the command. The @Rdtmps FARM duties for the CSGThe
appointment of alternate FARMs may be required based on span of controleantidirectorate/CSG functional
areas.

5.2.1. Serveas the directorate/CSRint of Contact (POC) for RM.

5.2.2 Furnishguidance and assistance in the form of short briefings to CORs and RTs for maintaining and
disposing of records.

5.2.3. AssistCORs and RTs in preparing and obtaining approval of file plans for each Office of Recortheirder
responsibility.

5.2.3.1 Review and maintaicopies ofOffice of Records' file plans within their respective directosatEile plans
will be maintaned in Part 2 of the FARM'sart binder/folder. The-part folder may be kept in paper or
electronic format.

5.2.4. Review and coordinateach request for nonstandard filing supplies and equipment.

5.2.5. Coordinate and perfori®AVs toOffices of Record annually and monitor/follow up on required corrective
action of noted discrepancies.

5.2.5.1 Maintainall SAV documentation pertaining its directorate'©ffices of Record. All SAV documentation
will be maintained in Part 4 of the FARM'spfartbinder/folder. The $art folder may be in paper or electronic
format.

5.2.5.2. Ensureall discrepancies found during SA¥seresolved othe underlying items argcheduled for
completion

5.2.6. Monitor timely retirement of eligible records from functional area. Mainéagopy of shipment lists for
records (Standard Form 135) forwarded to base ISF and FRC.

5.2.6.1 Ensurendividuals authorized to pielp and deliver records to FRCs have been idedtif
5.2.6.2 Ensurerecords are shipped to FRCs in accordance with Joint Staff procedures.

5.2.7. Ensurepersonnel who maintain and dispose of records have been properly trained within 12 month
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5.2.7.1. Maintaincopies of all their R& RM training information, to include the training certificate. All training
information will be maintained in Part 5 of the FARM'p&rt binder/folder. The-part folder maybein paper or
electronic format.

5.2.7.2. Conductregular meetings with RTte address RM issues/or concerns withigir organizatios

5.2.8. RequesRM orientation briefing for newly-appointed CORs.

5.2.9. Assistthe CRM in reviewing and evaluating electronic records systems for effects on the creation, transfer,
storageretrieval, and disposition of electronic records.

5.2.9.1 Ensurgecordsnotstoredin the ERM systenare appropriately identified and structuradciccordance with
theJS Form 31 file plan for that office.

5.2.9.2 Monitor and managecord materialocated on shared drives and portable electronic storage d&vices
facilitate moving to the ERM system

5.2.10. Prepare and forwar@M appointment letterto the CRM §ample attachment 2).

5.2.11. Maintaincurrent RM appointment letters for &ffices of Record in Part 1 of the FARM'sBart
binder/folder. The Hart folder may in paper or electronic format.

5.2.12. Establish and maintaian electronic and/or papeiart FARM program folder/binder. Areas to be
included are:

5.2.12.1 Part IT Appointment Letters
5.2.12.2 Part lli File Plans

5.2.12.3 Part lllT General Correspondencerteil or other documented communication between the FARM and
the RT/COR/CRM)

5.2.12.4 Part IVi SAVs/Orientation Visits

5.2.12.5 PartV i RT Training Information

5.2.13 Attend formal RM/ERM training

5.2.14 Maintain current copgf all applicable RM instructions and manuals.

5.3. Chief of the Office of Recor@lCOR). The COR is the directorate/division/branch chief, deputy, ecutive
officer, havingcognizance overecords created to accomplish the mission of that office or a combination of offices.

5.3.1. Is responsible for all records the office creates or receives regardless of physical charadteristiasle
identification of appropriate disposition authorities for records maintained.

5.3.2 Appointthe RT responsible for maintenance of office records by submitting a RM appointment letter (sample
at Attachment 2) to the FARM.

5.3.3. Ensureonly essential recordsre created, permanent valuable records are preserved, and temporary records
are systematically disposediafaccordance withpplicable policy.

5.3.4 Ensurethe proper procurement and use of filing supplies and equipment to house the paper réietds in
custody.

5.3.5. EnsureRTs receive a thorough briefing on office functions and the reasonrds are maintained.
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5.3.6. Ensurepersonnel who maintain, use, and dispose of records receive training within 90 days of appointment.

5.4. RecordsTechnician(RT). The individual appointed by the COR to maintain, service, and dispose of records
maintained by the office of record.

NOTE: At the directorate level, the FARM can also be appointed as a RT.
5.4.1. Understandhe operative function the offices' records support.

5.4.2. Understandhe purpose the records serve and adjust filing pradticesnishefficient and effective
reference service to the users of the records.

5.4.3 Establishthe office files.

5.44. Follow file plan (JS Form 31) creation and approval procedures as outlined in paragraph 5.1.1.54rdugh
of this instruction.

5.4.4.1 Maintainan electronic/paper copy of the file plan, accounting for all records in the office, and submit
changs to the file plan as required.

5.4.5. Has access to all office files stored electronically. Records in other than paper form include electronic
records management systems, data on optical disks, magnetic tapes, floppy disks, or drums; recordsks hard

and in electronic databases; paper tapes, information on microform; and audiovisual records. The same general
principles of records evaluation, and the specific disposition instructions prescribed in the applicable disposition
schedule apply regaeiis of physical form or characteristics of the medium used. Retain any of the above media
containing records of differing retention periods in a system for the longest periods authorized by and recorded data
in the system.

5.4.6. Understandhe capabities and limitations of the equipment used for storing the records and retrieving the
information from the files (including electronic records and electronic records management systems).

5.4.7. Understandind implement the records maintenance, use, spogition policies and procedures for the
records maintained.

5.4.8 Brief and consult COR and FARENd, if necessary, the CRM regarding problems affecting the creation,
maintenance, use, and disposition of records.

5.4.9. Assistin reviewing and evalating automated systems for effective creation, transfer, storage, retrieval, and
disposition of electronic recordkeeping.

5.4.1Q0 ObtainRM training within 90 days of appointment and annually from the initial training date.

5.5. All Personnel. USTRANSCOM military, civilian, and contractor personnel must attend basic records
management training in orderdistinguish Federal records (including electronic amdagl records) from non
record material; maintain Federal records without destroy@rgpving, concealing, or mutilating them; and assist
in the process of placing Federal records into a recee@ing system for retention and eventual disposition.

6. Procedures.

6.1 Establishing an Office of &ord:

6.1.1 EachOffice of Record will prepare a file plan to identify all records for which the office has responsibility.

Small offices, sections, and branches that maintain the continuity of the mission can be comaisiedjla®ffice
of Record. The appointed COR/RT shallase full responsibility for maintenance of combination of offices.
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6.1.2. The RT shall prepare the file plasingJS Form 31, Joint StafffCombatant Command List of Selected Files
Numbersfor review by the COR, FARM, and CRM, in turn. Information regdion this form shall be taken from
CJCSM 5760.04, Volume II.

6.1.2.1. The RT will complete the file plan and forwaad electronic copy for review by the COR. The COR will
ensure all records the office generates or receives are identified. eMiwythe RT will electronically forward it
to the FARM. Ifthe Cifice of Record is a CSG, the RT will forward to the CRM.

6.1.2.2. The FARM will review the file plan for accuecy of file numbers, titles, descriptions, arrangements,
disposition instuctions, and correct formatf corrections are needed, the FARM will forward the file plan back to
the RT for correction and return it to the FARM for review. After review, the FARM will electronically forward the
file plan to the CRM.

6.1.2.3. The CRM will review the file plan for accurate file numbers, titles, descriptions, arrangements, lo¢#tions
not filed in main file arer disposition instructions, and correct format. The CRM will approve/disapprove the file
plan.

6.1.3. Upon disapprovalthe CRM will sendrecommended changes and electronic copy of file plan to the FARM.
The FARM will forward recommended changes and file plan to the RT. The RT will make the recommended
changes to the forwarded file plan and the approval process idgdsta

6.1.4 Upon approvalhe CRM will print, signand forward the original file plan to the FARM. The FARM will

sign the file plan, make a copy, and insert it jpdot 2 ofthe Spart binder/folder. The aginal will then be sent to

the Office ofRecord for the COR's signature. After all three signatures are on the file plhjié placed as the

first item in the file drawer. If files are maintained in nonstandard filing equipment or filed electronically, place or
attach the file plan in aay that facilitates easy retrieval.

6.1.5 Annual Review of the File Plan. The RT will review the file plan as part ofoérygar actions (see
paragraph 5.8) and, if necessary, amend the file plan to ensure all records are idamtei&d. will aibbmit
significantchanges to the plaas theyoccur. Reaccomplishing the file plan each time a chaageursin RM
personnel is not necessary; notify the CRM and FARM of changesmi&le

6.1.6. Biennial Update of the File Plan.h& RT will update té file plan biennially and follow the approval
procedures as outlined in Para. 5.1.1.through 5.1.4. of this instruction. If no changes are, teguiteglan must
be reapproved every two years. This action prevents any file plan from becomingecludde to negligence.

6.2 Labels (Attachment 3). For physical records, all guide cards, folders, record containers, binders, audiovisual
records, decentralized records, and electronic records will be labeled. Labels must be egpemenited.

6.2.1 Guide Gards. Guide cards (light green, tabbed dividers) are used to divide files to facilitate filing and records
retrieval, and to provide support for the material in the files. Items on the file plan which are kept iroa,locati

other than theile cabinetor safe, such as an electronic record management system, do not require a gaige card
long as the location of thecords is annotated on the file plan.

6.2.1.1. Guide card labels shall be placed in the first position (left tab), arrangreanerical sequence, and contain
the category series number and subject. Further breakdown for guidéscartt®rizedout not recommended.

6.2.1.2 Place the guide card in front of each seresl related file folder$ further breakdown is used. The guide
card shall remain with the active and inactive files as long as they are kept in the main file cabinet or safe.

6.2.2 File Folders. File folders are used to group related records together. Use lettek sizéefija folders for
each file number and each subdivision listed on the file plan when filed in a cabinet or desk. Hanging file folders
may be used to hold the guide cards and file folders.

6.2.2.1. File folder labels will include the file numbdile title, disposition instructioand when appropriate, the
year of accumulation. Each folder will include the year (calendar or fiscal) of accumulation on the folder labels for



USTRANSCOMI 33-32 1 November 2009 7

records with a retention period of 1 year or more. If the retentiongbes no annual/fiscal cutoff, then the year of
accumulation is not required.

6.2.2.2. The disposition standards in CJCSM 576@&0%¥olume Il, are mandatory. When the standards state
retention periods (i.e., cut off annually/end of fiscal year, holdats, then destroy) the file labels must show an
actual cut off and destruction date and/or transfer and retiremenedpter( 2007: COFF 31 Dec or 30 Sep,
destroy Jan 10). Refer to the Disposition Standards and Instructions Chart in Enclosud5Mf%£760.01,

Volume |, and Attachment 4 of this instruction for matrix in converting retention periods to actual dates and the
disposition standards wording for the file folder label.

6.2.2.3 Recommended changes, additions, or deletions to the stamd&dCSM 5760.01, Volume I, are
submitted on JS Form 30, Joint Staff Records Management SuBudynit form to the CRM with full justification.
CRM will forward to the JS for evaluation.

6.2.2.4. Position the label according to the final dispasitof the file. The left position is for records that will be
destroyed in the current files area. The center position is for records that will be transferred to the ISF and
destroyed. The right position is for permanent records that will be retithd téational Archives.

6.2.2.5 For classified records, stamp the highest classification of the records contained in the folder on the folder
tab and the outside top and bottom of the front and back of the folder.

6.2.2.6 For Official Use Only (FOUOand Privacy Act (PA). Folders shall be marked on the folder tab next to the

label (FOUO and/or PA identification) to indicate folder contains such material. For Privacy Act information, place
AFVA 33-276, Privacy Act Label, next to the file folder lab&or FOUO and PA records maintained in an

electronic records management system, the records or folders shall be marked to identify such material and access to
the records or folders shall be limited to persons who require access.

6.2.3 Record Containar File cabinet drawer and all nonstandard filing equipment labels shall indicate the

inclusive file numbers of records contained in the draeegr 022201 - 094401) You may also showffice of

Record (i.e. TCCSM) and should include the contentsezfch drawer: Active, Inactive, or both. Follow the

sample label formats as shown in Attachment 4 according to what is filed in the cabinet drawer or nonstandard filing
equipment.

6.2.4 Binders and Folder. For physical records, ensure binder and fiaibdés are placed correctly. Follow the
sample label formats at Attachment 3 according to how records are filed in binder or folder. Ensure all labels
contain appropriate cut off dates and retention periods.

6.2.5. Audiovisual Records. Audiovisuagcords are records in pictorial or oral form including still and motion
pictures, sound and video recording, and combinations of media sslithegtape.

6.2.5.1 Each still photograph will contain a caption consisting of the date, location, nameplef, gad event. To
avoid damage, do not attach the caption directly to the photograph. Fildéoéption and photograph an
appropriate file folder.

6.2.5.2 For all other types of audiovisual records, the label will indicate the file nusidgect, date, and
disposition instruction.

6.3. Filing records:

6.3.1. After all actions are complete and records are ready for filing, the RT will apply the file code, consisting of

the word Afil ed and t h-lkandfcorneeRemovenalh paper clips, nubbertbandsutgmparary r i g h |
fasteners, mail control forms, receipts, envelaedrouting/memo slips, except those containing significant record

value. Binder clips may be used in certain circumstaregslégal case files, FOIA files). This will be addressed

during annual SAVs. Records should be filed with the most current date toward the front of the folder, depending

on the type of file arrangement. Ensure all folders filed are arranged accordiegatoangement of the file plan.

All duplicate copies of correspondence and reports (other than those needed freferease) will be removed
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prior to filing records.

6.3.2 Once a physical or electronic record is stored within the official filesnnot be altered due to legal
requirements. Any revisions made to records stored within the official files constitute the creation of a new record.
Accurate and complete records will be filed on a daily basis or as required.

6.3.3. For physical recals, when the contents of a file folder reash inchin width, add a new folder with the
same file number, title, and inclusive dates, or subdivide the contents into subfolders. This restriction does not apply
to files contaiing bound records or fasted together to maintain continuity of records series.

6.3.4. A record series with indefinite disposition instructisnuc h as fAdestroy when supersed

l onger needed, 0 AAipurpose has been served, o etc., wildl I
6.35.Unof ficial or personal p a p e taductaubt bet clearlgdeghaiedasl vy t o an
such and kepeparatf r om t he agencydés records and wil/l not be fil

6.3.6. Active and inactive paper/hardcopy files will be stored in an area safe from environmental dangers (water,
fire, insects, &.) with appropriate temperature and humidity controls.

6.3.7. Active and inactive audiovisual records and records on eléctstorage devices (CDs, DVDppy
diskettes, external hard drives, etc.) will be stored physically apart from paperifilegppropriate temperature and
humidity controls and periodically reviewed for obsolescenceifindeded, migrated to new storage media.

6.4. Filing classified records:

6.4.1. Safeguard classified files according to DOD 526R.1Records will be Fed in approved safes or electronic
records management systeapproved for storing classified files. Physical folders will be marked with the highest
classification on the top and bottom of the front and back and on the file folder tab next to theitllble& highest
classification contained therein. Electronic folders or records will be marked with the highest classification of the
information contained therein. The location of classified records maintained in a safe, separate from the main file
cabinet or in the approved electronic records management system, will be indicated on the file plan.

6.4.2 File classified material separately from unclassified, except when necessary to maintain continuity of a
particular transaction or event, or voleraf unclassified material is too small to justify establishing separate files.

6.4.3. Classified records will be maintained the same as unclassified recirdslegree of protection will be the
only difference.

6.5. Privacy Act (PA) Rcords. The CR/RT is responsible for securing PA records. Records will be protected
from unauthorized disclosure, alteration, or destruction. The level of protection should be tailored to the sensitivity
of the information.

6.5.1. Affix AFVA 33-276, Privacy Act Labl, to file folders containing PA records next to the disposition label.
Affix AF Form 3227, Privacy Act Cover Sheet, to documents that are hand carried and/or retained in the file, with
supervisor personnel case files.

6.6. For Official Use Only (FO) Records. Although FOUO is not a security classification, FOUO information
should be safeguarded so that the information is used only for official government business. Labels on records
containing FOUO informati on whnexttothedispositiorklabel. A FOUOO on t |

6.7. Training. All personnel whose duties include filing, maintenance, and disposition of official records must be
trained within 3 months of assignment. Contact the CRM for information on RM training.

6.8. End of Yea RM Procedures. As of 31 December for calendar year (CY) records, or 30 September for fiscal
year (FY) records, as appropriate, take these actions to prepare the files for the coming year:
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6.8.1 Establish and review inactive files. Destroy recasischeduled Prepare eligible records to be transferred
to the base ISF and/or FRC (see paragraph 5.9 for procedures).

6.8.2. Cut off standards. Move records with 31 December/30 September cut off to inactive files.
6.8.2.1 Filesmaintained on a CY basis will be cut off by 31 December of each year and new CY files established.
6.8.2.2 Files maintained on a FY basis will be cut off by 30 September and new FY files established.

6.8.2.3 Files with a retention period of lesathl year are maintained on a daily, weekly, or monthly basis. These
files are cut off and disposed of after their authorized retention period.

6.8.2.4. Files maintained as case, action, or project files are cut off upon the occurrerioggdringevent, kept
in the inactive files area, and disposed of in accordance with disposition starsgaatsachment 4).

6.8.2.5 Review perpetudlype records (records destroyed when superseded, obsolete, or no longer needed) to
ensure only active recordsmain in file and remove and destroy those documents no longer needed, superseded, or
obsolete. Do not transfer perpettigbe records to the inactive files.

6.8.3. For physical recordgrepare new file folders and/or reuse serviceable folders and gaiids for files in the
new year.

6.8.4. Review the File Plan. Update, if necessary, and submit for approval. See parédrdpasds.1.6.

6.8.5. FARMSs/RTs will submit volume of records destroyed on site and volume of records transferred Sz¢SF.
JS Form 30 (reverse side) for volume equivalents.

6.9. Transferring records to base ISF, FRC, or NARA:

6.9.1 Fill out SF135, Records Transmittal and Receipt. Assistance in preparing SF135 is available from the FARM
or CRM. Send completed SF18bthe CRM, through the FARM, for review and approval. Once approved, the

CRM will return the form to the FARM/RT. FARM/RT transferring records ngesttheapproved SF135 to the

Base RM office. The Base RM office will contact FARM/RT to set up appentriime for records delivery.

Contact the CRM/FARM fothe Base RM offices contact information

6.10. Program evaluation:

6.10.1. The CRM/FARM will conduct SAVs of each Office ofedRord annually to determine compliance with
prescribed RM policies amfocedures. The CRM will penfim SAVs for CSGs and the FARMs Office of
Record/overall program. THEARM will perform SAVs on the Offices of &ord within their directoratésee
checklist at Attachment)5

6.10.2. Upon completion of the SAV, the CRM/FRM will report findings to the RT indicating major findings that
could not be corrected during the visit and recommendations to improve the overall program. The CRM/FARM will
send a SAV corrections letter to the respective FARM/RT. A reply indicatimgatime action has been taken is
required. FARMs will send information copies of their findings and RT responses to the CRM.

7. Contractor Records

7.1. RM oversight of contractor records is necessary to ensure all USTRANSCOM keepidgrequirements are
met. Agencies or organizations initiating contracts must coordinate with the CRM.

7.2. Contradors performing congressionallpandated program functions must create and maintain records to
document these programs. The contract musitdiecrequirements for the delivery of all pertinent documentation of
contractor program execution to the designated government/DOD official.
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7.3. USTRANSCOM requirsthe delivery of any background data that may have value to the government in
addition toa final product. The contractor assigns the appropriate file identification and disposition instructions to
all records delivered to the government.

7.4. Electronic data and records specified for delivery to the contracting agency must be accompsuiifecidnt
technical documentation to permit USTRANSCOM to use the data. The contractor must report if any copies of the
electronic data and records specified for delivery are being retained by the contractor, thedbsatbrrecords or

datag andtheir projected disposition date.

7.5. A Deferred Ordering and Delivery Data Clause should be included in the contract to acquire any data and
records that may have value to USTRANSCOM but were not identified in advance.

7.6. Contracts and task orderast list RM instructions and directives for contractor compliance.

8. Electronic Records Management (ERM).USTRANSCOM Information Management (TC@®) provides
guidance to ensure electronic records are available and protected to support USTRANSCOM business operations
and meet statutory requirements to provide appropriate access through the lifecycle of all electronic records.

8.1 Definitions.

8.1.1 Electranic Records.An electronic record is any information stored in a form that only a computer can
process and that satisfies the definition of a record. Electronic records include, but are not limited to, magnetic
tapes, disks, drums, video files, opticalks, data files, databases, machieadable indexes, word processing files,
electronic spreadsheets, and electronic mail and mess@gsi. records management policy and disposition
instructions apply to all information determined to be official resaoegjardless of the media.

8.1.2. Electronic Records Management (ERMBRM is the use of automated techniques to manage records

regardless of format. Electronic records management is the broadest term that refers to electronically managing

records or gried formatswhethere | ect r oni ¢ or paper. I't is important to
automation of the manual records management process and not to the nature of the record media. The ERM process
can be used to manage records in-digital form. The ERM process will enable USTRANSCOM to transfer

electronic records to NARA in a variety of data types and formats so that they may be preserved for future use by

the government and citizens.

8.1.3 Electronic Record Keeping System (EBRK ERKS is an electronic information systépwhich records are
collected, organized, and categorized to facilitate their preservation, retrieval, use, and disposition. An approved
Records Management Application (RMA) will provide USTRANSCOM the resmgysmeans to managse records

in both electronic and neelectronic form. Upon implementation of a RMA, official records will be stored
electronically and paper duplications will be destroyed. Upon implementation of an approved RMA, business rules,
user guides and tactics, techniques, and procedures will be in place and available to all USTRANSCOM personnel.

8.2. Training. Everyone creating and maintaining unit records is responsible for maintaining electronic records.
8.2.1. Commanders, supervigx) and CORs will trainisers to ensure sustainability of their ERM process and RMA.
Records management personnel vatteivesufficient training and resources necessary for implementing ERM

solutions.

8.3. Metadata.Metadata is a term that descrilmesspecifies characteristics that need to be known about a specific
record for record keeping purposes.

8.3.1. All metadata will have an accepted, precise meaning that reflects a common understanding among its creators
and its users allowing users toeslthe information being sought from all the information available.

8.3.2. The CRM will develop aet of USTRANSCOM unique metadata elements with input from the FARMs,
CORs, and RTs.
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8.4. Records

8.4.1. Legacy RecordsLegacy paper or other media based records (fiche, data cards, etc.) are converted (document
imaging or scanning) to electronic format by exception only. Legacy records needed for current activities may be
converted.At the end of their lifecycle glgacydata not neededill be disposed of according to the RDS.

8.4.2. Electronic mai(e-mail). E-mail messages meeg) the definition of a record will be filed and disposed of in
accordance with the approved procedures for electronic records. Retemtooraf created or received @mail
systems must be identified and properly retained as part of the official récopies of record-enails will not be
stored in Microsoft Outlook or any uncertified recéekping system.

E-mail records should compkdy document the transactio@omplete email records must include all of the
following elements, as applicable:

-Recipient(s)

-Sender

-Subject

-Text

-Date sent

-Time sent

-Complete attachment(s), which should be included in full (not just itediday file namg The attachment is part
of the record.

List group members so recipients can be identified.
members of the Chief of Stadffice) should be documented so that each merabthe list is named.

8.4.3. Web Content.Web sites contain records that document government activity and the use of tax dollars, just as
any paper record doesovernment agencies musterefore manage web content with a carefully developed and
implemented policy. Legally, web content must be trustworthy, complete, accessible, admissible in court, and
durable for as long as an approved records retention schedule requires. Manage records created for, and published
on, web sites at each point lmetrecords continuum, rather than as discrete elements in a set lifeAcyeb.

content management policy should address web site planning, development, and maintenance with an emphasis on
records management.

8.4.4. Draft/Working Copy. Draft or working copies of documents and unofficial records arerecords and
therefore maintained outside the electronic files ar@&e owner of nnrecords destray/themwhen their

usefulness has been servétbnrecords do not have to meet restoequirements and are not covered by the RDS.
Disposition of norrecords is left to the owner. Convert papased records to an electronic format by exception
only (document imaging or scanning).

8.4.5. EIS records created or maintained on seleed information systems (portalsy@oms, wikis, blogs, etc.)
will be identified and dispositioned according to approved retention schedules. Databases and other office unique
EIS products will be identified as a record series and scheduled with cuopées on file with the Joint Staff IMD.

8.5. Lifecycle ManagementLifecycle Management is a bagicocess through whickvery recorgrogresses
three phasegreation, maintenancand disposition. The integrity of electronic records must be niagta
throughout the lifecycle of the record.

8.5.1. Creation. Records creation/receipt is the first stage in the lifecycle of a record. Users must create complete
and accurate records that provide adequate documentation of the organization, fypwlimes, decisions,

procedures, and essential transactions of USTRANSCOM. Users must also distinguish between record and non
record material by the appropriate application of the organiZatfde plan. Appropriate identification of records
allows for efficient filing and retrieval of active records.raSsreferences for electronic copies kept in other media
must be maintained for coordinated disposition.

8.5.2. Maintenance and UseRecords maintenance and use is the second stage of the reearydddifit is any
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action involving the storage, retrieval, and handling of records kept in the RMA. Preservation of the integrity of a
record by ensuring the record has not been altered after completion is key to this step. The integrity of tise record i
a benefit of managing the maintenance of active records.

8.5.3. Disposition. Record disposition is the third and final stage in the records lifecycle. The disposition results in
disposal of records, or transfer to archival stordgersonneimust destroy records of temporary value as soon as

they have served the purpose for which they were created. Change all inactive records from the RMA office space
and filing equipment to less expensive storage facilities, thereby improving use ohdilesdaicing maintenance

COsts.

* 8.5.4. Retention of records created or received on electronic maib{p systems must be identified and properly
retained as part of the official record-niil that meetshe definition of a record will be filed electronically in the
approved ERM or will be converted to a paper copy, filed, and disposed of in accordance with the approved paper
based records management procedures-fogikrecords. Disciplined managemeatthe key to identification and
retention of vital record-enail materials and destruction of nrogcord email, when practical, within 180 days of
creation. Command, Control, Communications, and Computer Systems Directorate (TCJ6) backlgagy for

both the classified and unclassified networks for operational reasons. Additionally, monthlyplsaoktape of-e

mail file servers are performed by TCJ6. Retention period for-bpsks one year for date of creation. Note:

Backups are subject tine Freedom of Information Act (FOIA) and Privacy Act (PA) records search if the office of
record inadvertently destroys the record copy or upon request.

JOLYNN J. BIEN
Chief, Command Information Management

Attachments:

Glossary of ReerencesTerms,Abbreviationsand Acronyms

Sample Directorate/CSG Records Management Responsibilities Letter
Labelinglnstructions

Disposition Standards and Instructions

Staff AssisanceVisit Checklists

agrONE
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Attachment 1- REFERENCES, TERMS, ABBREVIATIONS, AND ACRONYMS

Section Ai References

Title 44, United States Code (U.S.C.), Chapters:i Fecords Management by the Archivist of the United States
and by the Administrator of General Servicesj 3ecords Management by Federal Agencies; aridBi3posal of

Records

Title 36, Code of Fedal Regulations (CFR), Chapter Xll, National Archives and Records Administration,
Subchapter B, Records Management

Title 18 U.S.C. 2071, Concealment, Removal, or Mutilation of Records

DOD Directive 50182-STD, DOD Records Management Program

DOD Directive 5100.3, Support of the Headquarters of Combatant and Subordinate Joint Commands
DOD Regulation 5200.1/USTRANSCOMI &, Information Security Program

CJCSI 5760.01A, Records Management Policy for the Joint Staff and Combatant Commands

CJCSM 5760.04, Vol |, Joint Staff and Combatant Command Records Management Manual: Volime |
Procedures

CJCSM 5760.0A, Vol Il, Joint Staff and Combatant Command Records Management Manual: Voluime I
Disposition Schedule

USTRANSCOMI 3326, USTRANSCOM Freedom of lafmation Act (FOIA) Program
USTRANSCOMI 3335, USTRANSCOM Privacy Act (PA) Program
Section Bi Terms

Active Record. Records necessary to conduct the current business of an office and, therefore, generally maintained
in office space and equipmefihcludes records located outside of main file cabinet(s) until cutoff period is met).
Records remain active until their disposition date when they are cutoff from the active files and disposed of IAW
CJCSM 5760.04, Volume Il.

Category Series.Major functions such as personnel, security, legal, operations, etc.

Chief of an Office of Record (COR). The individual in charge of a@ffice of Record. AnOffice of Record is an
office which maintains records as a historyitefoperations. The COR contradsn of fi ceds records
physical possession (physical custody) and legal responsibility (legal custody).

Combatant Command. A unified or specified command with a broad continuing mission under a single
commander established and so designatethé President, through the Secretary of Defense, and with the advice
and assistance of the Chairman of the Joint Chiefs of Staff.

Command Records Manager (CRM). The individual responsible for planning, organizing, directing, training, and
controlling asociated with the creation, maintenance and use, and disposition of USTRANSCOM information.

Cutoff. Breaking or ending files at regular intervals, usually at the close of fisea{30 Sep) or calendar year (31

Dec), to permit their disposal tnansfer in complete blocks and, for correspondence files, to permit establishment of
new files. Other record series are cutoff upon completion of project, special event, or when no longer needed, or
otherwise specified in CJCSM 57604 1Volume II.
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Electronic Records. Records stored in a form that only a computer can process (Federal Records Management
Glossary: 1993).

Functional Area Records Manager (FARM). Serves as the point of contact (POC) and monitors the Records
Management Program withhis a herfunctional area. (Example: USTRANSCOM directorates.)

FileCode.Consi sts of the word fiFileo and the item number wi
chief of the office of record responsibility).

File Plan. A document containg the identifying number (record series), title or description, and disposition of
files held in an office of record; constitutes the inventory of command records. This document is the JS Form 31
(which is filled out manually in Microsoft Word).

For Official Use Only (FOUO). Information that does not warrant a security classification, but may be withheld
from the publicundercertainFOIA exemptions(Re: DOD 5400.7R and USTRANSCOMI 3-26).

Inactive Record. Records that an office no longer needsdurrent business or that are in a retention period after
cutoff awaiting final disposition.

Office of Record. An office responsible for keeping and disposing of records it creagesrds or receives in
performing its official function. Thesereao ds are a fAhi storyodo of the office.

Personal Papers.Nono f f i ci al , or private paper sconduetl aheynumsgbe sol el vy
clearly designated as such and Acse liled peresqna filestgersofiar om t he
records.

Records Technician (RT). Individual appointed by the COR, responsible for applying records management
principles and techniques to filing practices in order to organize and maintain records properly, retrieve them
rapidly, ensure theitompleteness, and make their disposition easier.

Records Series. A group of records or other record media relating to the same subject that is identified with a
particular table and rule.

Section G Abbreviations and Acronyms

CJCSi Chairman JoinChiefs of Staff

CJCSIi Chairman Joint Chiefs of Staff Instruction
CJCSMi Chairman Joint Chiefs of Staff Manual
CORI Chief Office of Record

CRMTi Command Records Manager

CSGi Command Support Group

CY i Calendar Year

DOD 1 Department of Defense

DODD 1 Department of Defense Directive
DODI 1 Department of Defense Instruction
EIST Electronic Information System

ERKST Electronic Record Keeping System
ERM1 Electronic Records Management

FARM T Functional Area Records Manager
FOIA T Freedom of Information Act

FOUOI! For Official Use Only

FY i Fiscal Year

FRCi Federal Records Center

ISFT Inactive Storage Facility

JST Joint Staff

NARA T National Archives and Records Administration
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POCi Point of Contact

PAT Privacy Act

RDS’1 Records Disposition Schedule

RMA i Records Management Application

RT 1 Records Technician

SAV i Staff Assistance Visit

TCCSi USTRANSCOM, Chief of Staff

TCCSIM i USTRANSCOM, Command Information Management
USTRANSCOMI United States Transportation Command

15
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Attachment 27 SAMPLE DIRECTORATE/CSG RECORDS MANAGEMENT
RESPONSIBILITIES LETTER

MEMORANDUM FOR TCCSIM (current date)
FROM: TCXX-X

SUBJECT: Appointment of Records Management Responsibilities

1. TCXX-X appoints/delegates the duties to the following personnel:

a. Functional Area Records Manager for TCJX is (individual rank and full name, telephone number, building
number, room number) (or NA if you are a CSG)

b. Chief of Office of Records (CORSs):
(1) TCXX-XX: (individual rank and full name)
(2) TCXX-XXX: (individual rank and full name)
c. Records Technicians (RTSs):

(1) TCXX-XX: (individual rank, full name, telephone number, Bldg humber, room number, and indicate
if person requires training)

(2) TCXX-XXX: (individual rank, fullname, telephone number, Bldg number, room number, and indicate
if person requires training)

2. POC for TCXXX is (rank, full name, telephone number)
3. This memo supersedes oueypous memo dated XX XXX XX.

DIRECTOR/EXECUTIVEOFFICERSIGNATURE
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Attachment 37 LABELING INSTRUCTIONS

306-01 Top Secret Register

ACTIVE. PIF when all copies of docuiments
have been dest o1 otherwise permanently
disposed ol

Figure F-1. Label for File Cut Off (Inactive)
on Occurrence of an Action or Event

306-01 Top Secret Register (29)
INACTIVE. COFF 31 Dec 99, dest Jan 05

Figure F-2. Label for Inactive File

900 - GENERAL ADMINIST RATION AND
MANAGEMENT

/[ 400 - INFORMATION AND LEGAL ]\\
/[ 200 - PERSONNEL / PAYROLL ]\
/[ 100 - ORGANIZATION AND MANPOWER ]\

—

o

Note: Further breakdown of gu™° T 2, 219-01) is authorized.

Guide Card Labels
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014-04 Jt Pub (Jt Admin Pub 1.1)
Dest when ss or canc

-l""'---—__

Left Position: Temporary records to be destroyed in the
current files area.

02201 J-3 TMERORANDURIE  (99)
COFF 31 Dec 1999, ut to WNRC
Jan 2002, dest Jan 2019

--"""'""‘--_-
Center Position: Temporary records to be transferred to an
inactive storage facility for temporary storage and then
destruction.
DO1-0]1 Joint Btaff Official Cose File {99)
COFF 31 Dec 1929, tif to ISF Jan 2007
perm Hto NAES Jam 2020
-r"-“-"-—-__

Right Position: Permanent records to be retired to NARA directly
or through an intermediate holding facility.
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File Title
File — | 306-01 Top Secret Register (99) «—  Year of
Number INACTIVE. COFF 31 Dec 99, dest Jan 05 Accumulation
Disposition Instructions

[ 90101 Space Reports m

e N
[901-01 Equipment Requests % ,-J Y
\\
[901-(11 Woiklead Eeports @ ,] \(
P \\
{901—01 Office Services "\99;-J \(
r .

L
201-01 Geperal Office Adminizteation 521 [\
COFF 31 DEC 29, dest Jan 01

Tads-a
T

Note: When there are several folders within one series number, you may use a “dummy” folder that contains the
full label entry. Tape it shut so that no documents can be filed in it. Subsequent folder labels need only show the
file number, title of the folder contents, and, where appropriate, the year of accumulation.

Use of a ADummyodo fol der
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302400 Secunty Administrative (99
Comespondenc e
COFF 31 Drec 99, dest Tan 02

20101 thre 630-01 {99}

b A . A

Sample label entry for drawer
that contains two or more
record series. No disposition is
shown on the label because it
varies among the several record
series 11 the drawer

Sample label entry for drawer
that contains one (and only
one) record series, and
contains all of that record
series, MNote that the drawer
label 15 identical to folder label
in this case.

4 ™ ' ™

22700 Official Military Personie]

127-01 Official Military Persoamel

Fecords Records
(ALY (M-Z)
Dest Upon Tif of Personnel Drest Upon Trf of Personnel
M - L Iy
Sample label entries for drawers that contain only part of one record
aseries. Note that the division (A-L, M-Z) is indicated on each label,
Drawer Labels
Note: When one E ———\: E R E C Y Sa— E
T S, - 11 503 - - W] - - an3-nl -
record set 1es of - Ref J51s - 2| RefPubFiles |2 2| RelPubFiles |2
documents 1s - £ = ) £ | o e
X . - Jila = = | DO Doredtives | = = | DOD Directives | =
filed in more - 130010 g ! S0 R g g SR00.1 o
. . " B thau E E thuu | B thiu |
than one 1::11_1{1::—31, : srenna § Z o1 : z soma :
the disposition - - - - : -
ot - B Drest when s B = | Doeat when apsd, | 2 B -}
mstruction is ':‘ ot : :;‘ b, or 1 lotizer E p E
required only on - s = | mecded forref | - - 3
o] s - - - - - £y
the first binder. = - - J = - )=
Subsequent g z . X £
. - - - - - -
hinders need g g E £ B g
" - - - - - -
only show the file |2 N - N - N
number and title - £ - - b F
p E g - i |
of the contents. - g - E = £
s ) - ] = —

Binder Labels
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